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Archivo Edicidén Buscar Uer Opciones Ayuda
C=SUWINDOWSssystem3d2sdriverssetchhosts
ate es un ejemplo de archivo HOSTS wzado por Microsoft TCPAIP para Windows.

Ezte archivo contiene las asignaciones de las direcciones IP a los nombres d
host. Cada entrada dehe permanecer en una 1¥nea individual. La direcci3n IP
debe ponerse en la primera columna,. seguida del nombhre de host correspondien
La direcci®n IP y el nombre de host deben separarse con al menos un espacio.

Tambhilln pueden insert
o a continuwaci¥#n del

Jocumentz and Settings“Adminiztrador>tracert eaea.co
Por ejemplo: .
raza a la direccion eaea.com [127.8.8.11
1iA2? .54.94_97 obre un maximo de 38 saltos:

38.25.63.18
1 £1 m=s £1 ms <1 mz localhost [127.8.8.11

zerial.alcohfTraza completa.

www.alcohol- . .
update .microfC-~Documents and Settings“Administrador>

EAEa.CcOm

Fi=Ayuda

@ > [ "
/1 |/ e 2>

=

File Wwiew Configure Tools Help

JL

SR @ 4w @ B, R
Protected Storage Metwork, & Sniffer LSA Secrets Cracker Traceroute  |HE CCOU U ireless
i

@ APR. Requested DNS name Spoofing IP #Fesp, Spoofed
&
vty APR-DHS [ vowas . mexica, com 13.15.15.2 g
B APR-55H-1 (D)
Z) APR-HTTPS ()




2. /1

onfirmar ésta. () Obtener informacidn de DNS autornaticamente

0 Winutos (® Configurar manualmente |13 informacién de DNS:

alor de cero se habilita la conexién sin tiempo de espera. Servidor principal: 13.1%.1%.3

direccién de hardware Servidor secundario:

direccic
@

I3 E

v 8] http:,ifhDme,ixsIt?PAGE:EUE&THISPAGE:BU1&NEXTPAGE:[V] | X Foiis X

; A - | [ FEstin -

w o ‘@Enla(e de bands ancha: Configurarin svanasda | ‘ % - B dm - [2hPage - 0 Tooks - -3 £ 2

—— [A] Disefio de la diapositiva * X
PPoE o PPPoA, debe ingresar un nombre de usuario y una DNS de banda ancha &

Aplicar disefio de diapositiva:

Disefios de texto

LUERicrosoft Windows KP [Uersion 5.1.26001
{C> Copyright 1985-2801 Microsoft Corp.

C:\chuments and Settings“Administrador>nslookup google.com localhost

Servidor localhost

127.8.68.1

Monbre: google.con
ddress: 13.13.13.2 Ble vew Todlks  Help

] (]

. Autoformas > N w [ O & [ <l

Diapositiva & de 11 O

> @ P 2 B @
[C: Documents and Sett i Quick. .. Properties Refresh  Help ] = &
g
Zones PP,
Fad
[P goodle com Hame Type Data Cef—!
google. conm SO desktop [200/022607 ]
‘googie.com HE deskiop EEEE
google. cam 13 1313132 o?; a?;
. google. com CHAME gaoogle.com 2% |1

]

insertar diapositivas

(O] & omaspm
=W Lunes
g&m 26j02{2007
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Cﬂnﬁguracidn Sobrescribir direccion de hardware
|dentificar la red () Utilizar |a direccién de hardware incorporada.
Nombre de red: |Pmdigwwil | () Sobrescribir a direccion de hardware incorporada:
Direccion de
Canal inalambrico: |E (2,437 MHz) Il] hardware:

& 1 / &

# #0 |/ 3

.- & / I G

I 8++###3 HH3 +; /+$ O / I ?
=/1 3

. 1 /1 & "
1 / &8 &
| 8++###3 &3 + &3 /% (
I 8++ # 3 + +$ /
3

&'burp suite vi.01

burp intruder repeater window  help

l/proxv rsplder rlmruder rrepeater rcumms ralens \ @' burp suite v1.07
(wmercem rﬂmlﬂﬂs rhISIUN | burp infruder repeater window  help
é requestio hitps/iboveda hanamexcom.mx443 [192.193.205.114] rprnxy rspider rimruder rrepeater rnnmms ralens |
-
| forward || drop H intercept an || action | @ text O param ) he —

|| use proxy server

AcceptLanguage: 8s-us

Content-Type: applicationf-wasw-form-urlencoded SEMer proyprod.ms Usermarme
UA-CPLU: B6
AcceptEncoding: gzip, deflate port 20490 passward

User-Agent: Mozillaid 0 (compatible; MSIE 7.0, Windows MT 8.1; .MET CLR 1.1.4322; MET CLR
2.0.50727) authentication ﬂ domain
Host: hoveda.banamescom.m
Connection: Keep-Alive hostname
Cache-Control: no-cache

Cookie: __utma=76206854 1393280311 1162403616.1162403616.1162403616.1;
_ ulmz=TE206854.1162403616.1 1 . utmecn=idirech|utmecsr=(direct}jutmcmd=inone}
Content-Length: 370

X509 certificates

[4]

| host Narre issuer \
[ Il | D

EWF_5Y5_0=aalcfi5a-af21-4344-heed-eshfe? doad eakEWF_SY5_1=7N@FRHNHCMBUAY@OPPADKS
LMZAWENSENY 11 DCYFTREEWF _FORM_MAME=MAIN+MEV+LO GO ELSERID: LR AS SV




o L ——
(¢ All hosts in my subnet |
® Fige WARNIMG 1
APR enables you to hijack |P traffic between the selected host on the left list and all selected hasts on the right list in bath
Fram directions. If & selected host has rauting capabilities 'WAN traffic will be intercepted as well Please note that since pour
g machine has not the same performance of a router pou could cause DoS if you set APR between your Default G ateway and
all other hosts on vour LAMN.
To
IP address AL Hosthame IP address MALC Hostname
1313732 00E 031 54ECAS 13 3 1] HEL
Fromizcuous-Mode Scanner 13131313 00183F161949
" ARP Test [Broadcast 31-bit)
™ ARP Test [Broadcast 16-bit)
I ARP Test [Broadcast 8-hit)
I ARP Test [Group bit)
I ARP Test [Multicast group 0]
™ ARP Test [Multicast group 1)
I ARP Test [Multicast group 3) <l e (2] Jd & |EY)
0K | Cancel |
|2 Hosts [ apr [ Routng [Th P

Eile Wiew Configure Tools Help

= | | @ B S ¥y # BRYVMEPE~FEOHE 222 2 0

Protected Storage Mebwork Sniffer L5A Secrets Cracker Traceroute | ccou JUR"  Wireless
ﬂ.ﬂ @‘Tﬂ ﬁ [(a.'l]

@ ﬁ:R Status | IP address | MAC address | Packets -= | <- Packets | MAC address | IP address
1, APR-DRS L Paisoring 13.15.13.2 OOEOBIS4ECAS 4 3 00183F161949  13.13.13.13
Bl APR-S5H-1 (0
&) aPR-HTTPS (0) Skatus | 1P address | MAC address | Packets -> | <- Packets | MAC address | 1P address
T4 APR-ROP (0) 4 Full-routing 207.46.27.33 O0183F161948 & g O0EOBIS4ECAS  13.13.13.2

A Halfrouting  66.102.7.104 O0183F161945 1 0 ODEDSIS4ECAS  13.13.13.2
@ Fulkrouting 207.46.105.48  OOIS3F161949 14 16 ODEDSIS4ECAS  13.13.13.2
4 Fulkrouting 13.13.13.2 OOEOSIS4ECAS 11 16 OD1B3FL61049  72.14.217.93
AHalfrouting  207.66.176.61  O0183F161948 2 0 OOEDSIS4ECAS  13.13.13.2
@I Configuration | Routed Packets |

@ Hosts |@ APR. Itfb Routing |% Passwords |& WolIP |

Lost packets: 0%
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h Phishing emi
=
i ':w

Attacker
Hittp://www.phisher.com/fake.mybank com
Hitps://iwww.phisher.com/fake.mybank.com

ser authenticates using token-

7

Customer

Attacker
Hittp:/iMmww.phisher.com/fake.mybank.com
Hitps://iwww.phisher.com/fake.mybank.com

Customer

Ro

Real Bank
Http://www.mybank.com
Hitps://iwww.mybank.com

Real Bank
Hitp://www.mybank.com
Hitps://iwww.mybank.com

Attacker
Http:/iwww.phisher.com/fake.mybank.com
Hittps:/iwww.phisher.com/fake.mybank.com

Customer

(¥t

Real Bank
Http:/iwww.mybank.com
Hitps:/iwww.mybank.com
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http://www.contentverification.com/man-in-the-middle/
http://es.wikipedia.org/wiki/Ataque_Man-in-the-middle
http://brsi.blogspot.com/2006/08/ataques-mitm.html
http://www.securecomputing.com/index.cfm?skey=1574
http://blog.washingtonpost.com/securityfix/2006/07/citibank_phish_spoofs_2factor_1.html
http://blog.washingtonpost.com/securityfix/2006/07/citibank_phish_spoofs_2factor_1.html

